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	Reason for change:
	There are some places in TS 33.434, where “VAL service” is mentioned as “SEAL service”. SEAL is only an enabler for verticals not a service. To avoid confusion among readers, this CR corrects or replaces the term “SEAL service” to “VAL service” in the following places (highlighted):
· [bookmark: _Toc42174472][bookmark: _Toc42175482][bookmark: _Toc42176950]5.2.2	SEAL service authorization
SEAL Service Authorization procedure shall validate the VAL user to access authorized VAL services. In order to gain access to VAL services, the SEAL client shall present an access token to the SEAL server for each service of interest. If the access token is valid, then the UE shall be granted to use the service. 
· [bookmark: _Toc42174475][bookmark: _Toc42175485][bookmark: _Toc42176953]5.2.5	Authorization framework
Authorization framework is shown in figure 5.2.5-1. A secure HTTP tunnel using HTTPS between VAL UE and VAL server shall be established before SEAL service authorization. Subsequent SEAL service authorization messaging make use of this tunnel. The service clients in the VAL UE present the access tokens to the SEAL service server over HTTP. The SEAL service server authorizes the user for the requested services on if the access token is valid. The procedures may be repeated as necessary to obtain additional SEAL user authorizations.
· [bookmark: _Toc42174477][bookmark: _Toc42175487][bookmark: _Toc42176955]5.3.1	General
To enable security for SEAL services, a SEAL KM client (located in either a SEAL UE or VAL server) may request key material applicable to a particular SEAL service, VAL client or user.
This CR also, corrects a minor editorial in clause 5.2.3


	
	

	Summary of change:
	· 5.2.2	VAL service authorization in SEAL
VAL Service Authorization procedure shall validate the VAL user to access authorized VAL services. In order to gain access to VAL services, the SEAL client shall present an access token to the SEAL server for each service of interest. If the access token is valid, then the UE shall be granted to use the service. 
· 5.2.5	Authorization framework
Authorization framework is shown in figure 5.2.5-1. A secure HTTP tunnel using HTTPS between VAL UE and VAL server shall be established before VAL service authorization. Subsequent VAL service authorization messaging make use of this tunnel. The service clients in the VAL UE present the access tokens to the VAL server over HTTP. The VAL server authorizes the user for the requested services on if the access token is valid. The procedures may be repeated as necessary to obtain additional VAL user authorizations.
· 5.3.1	General
To enable security for VAL services, a SEAL KM client (located in either a SEAL UE or VAL server) may request key material applicable to a particular VAL service, VAL client or user.
In clause 5.2.3 “-	Shall be provisioned into the SEAL Key management server (SKM-S) and mapped to UE specific key material. ”
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*****First Change*****
5.2.2	VALSEAL service authorization in SEAL
VALSEAL Service Authorization procedure shall validate the VAL user to access authorized VAL services. In order to gain access to VAL services, the SEAL client shall present an access token to the SEAL server for each service of interest. If the access token is valid, then the UE shall be granted to use the service. 



*****Second Change*****
5.2.3	Identity management functional model
The SEAL Identity Management Server (SIM-S) and the SEAL Identity Management Client (SIM-C) provide the endpoints for VAL user authentication as shown in the SEAL Identity Management functional model in figure 5.2.3-1.
The reference point IM-UU utilizes Uu reference point as described in 3GPP TS 23.401 [7] and 3GPP TS 23.501 [8]. IM-UU shall support OpenID Connect 1.0 [5] and OAuth 2.0 [9] for VAL user authentication. 
[image: ]
Figure 5.2.3-1: Functional model for SEAL Identity Management
In order to support VAL user authentication, the SIM-S shall be provisioned with the VAL user ID and VAL service IDs (usage of VAL user ID and VAL service ID is described in clause 7 of TS 23.434 [2]). A mapping between the VAL user ID and VAL service ID(s) shall be created and maintained in the SIM-S. When a VAL user wishes to authenticate for the VAL services, the VAL user ID and credentials are provided via the UE Identity management client to the SIM-S as per OpenID Connect 1.0 [5]. The SIM-S receives and shall verify the VAL user ID and credentials. If verification is successful, then the SIM-S returns an ID token, refresh token and access token to the UE Identity management client. The SIM-C shall learn the user's VAL service ID(s) from the ID token. Table A shows the SEAL specific tokens and their usage.
Table 5.2.3-1: VAL UE authentication token
	Token Type
	Consumer of the Token
	Description 

	ID token
	VAL UE client(s)
	Contains the VAL service ID for at least one authorized VAL service. 

	Access token
	SKM-S, SEAL service server(s)
	Short-lived token (definable in the SIM-S) that conveys the UE's identity. This token contains the VAL service ID for at least one authorized service.

	Refresh token
	SIM-S (Authorization Server)
	Allows VAL UE to obtain a new access token without forcing user to log in again.



To support the VAL service identity functional model, the VAL service ID(s):
-	Shall be provisioned into the SEAL Identity management database and mapped to VAL UE IDs.
-	Shall be provisioned into the SEAL Key management server (S-KM-S) and mapped to UE specific key material.

*****Third Change*****
5.2.5	Authorization framework
Authorization framework is shown in figure 5.2.5-1. A secure HTTP tunnel using HTTPS between VAL UE and VAL server shall be established before VALSEAL service authorization. Subsequent VALSEAL service authorization messaging make use of this tunnel. The service clients in the VAL UE present the access tokens to the SEAL serviceVAL server over HTTP. The VALSEAL service server authorizes the user for the requested services on if the access token is valid. The procedures may be repeated as necessary to obtain additional VALSEAL user authorizations.
[image: ]
Figure 5.2.5-1: VAL User Service Authorization
After the VAL UE establishing a secure connection with the VAL server, the VAL UE sends an HTTP message containing the access token to the VAL server where service authorization is requested. The VAL server receives the message, validates the access token. If the access token is valid, The VAL server positively acknowledges the request. The VAL server may provide service related information to the VAL UE at this time.

*****Fourth Change******

[bookmark: _Toc42174476][bookmark: _Toc42175486][bookmark: _Toc42176954]5.3	SEAL key management procedure
5.3.1	General
To enable security for VALSEAL services, a SEAL KM client (located in either a SEAL UE or VAL server) may request key material applicable to a particular VALSEAL service, VAL client or user.
Prior to making a key management request to the SEAL KMS (SKM-S), the VAL client or VAL user shall be authenticated by the SEAL identity management service (clause 5.2). In addition, secure connections shall be established between the SEAL client and the SKM-S (reference point KM-UU) and the VAL server and the SKM-S (reference point KM-S) prior to any associated key management requests.
As a result of the SEAL identity management authentication procedure, an access token scoped for key management services is provisioned to the SEAL UE. This access token is provided with each and every key management request to the SKM-S.
A VAL server is provisioned with an access token scoped for SEAL key management services and is provided with each and every key management request to the SKM-S. The method for provisioning this access token into the VAL server is out of scope of the present document.
Figure 5.3.1-1 shows the SEAL key management procedure. A SKM client may send a SEAL KM Request message to the SKM-S. The SKM-S validates and processes the request and responds with a SEAL KM Response message. The response contains key management material specific to the SEAL service or the VAL server request, or alternatively, an error code if the SKM-S encounters a failure condition.


Figure 5.3.1-1: SEAL key management procedure
The procedure in figure 5.3.1-1 is described here: 
1.	The SKM-C establishes a direct HTTPS connection to the SKM-S. Steps 2 and 3 are within this secure connection.
2.	The SKM-C sends a SEAL KM Request message to the SKM-S. The request contains the authorization credentials obtained during authentication and message content specified in clause 5.3.2.
3.	The SKM-S authorizes the request and if valid, sends a SEAL KM Response message containing the requested key material (or error code) as specified in clause 5.3.3. 
As a successful result of this procedure, the VAL UE or VAL Server has securely obtained service specific key material for use within the VAL system.
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*****End Change*****
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